PRIVACY POLICY
Last Updated Jul 13, 2022
Welcome to the website (the “Site”) Bandit (“we,” “us,” or “our”). Bandit provides the
Bad Bandit NFT, associated Perks, and the related platform and events (collectively,
including the Site, the “Service”).
This Privacy Policy explains what personal information we collect, how we use and share
that information, and your choices concerning our information practices. This Privacy
Policy is incorporated into and forms part of our Terms of Service. Capitalized terms not
defined in this Privacy Policy have the meaning given those terms in the Terms of Service.
Before using the Service or submitting any personal information to Bandit, please review
this Privacy Policy carefully and contact us if you have any questions. By using the Service,
you agree to the practices described in this Privacy Policy. If you do not agree to this
Privacy Policy, please do not access the Site or otherwise use the Service.

PERSONAL INFORMATION COLLECTION
Personal Information You Provide: We collect the following categories of personal
information from you:
●
●
●

●

●

Identification Information: We collect your name, email address, and shipping
address.
Wallet Information: We collect the cryptocurrency wallet IDs you provide to us
when you buy, store, and transfer Bandit NFTs.
Community Information: We collect information relating to your participation in
the Bandit community, including the events you attend, the Perks you redeem, and
any information you share through our Discord community platform.
Communication Information: We may collect information when you contact us with
questions or concerns and when you voluntarily respond to questionnaires, surveys,
or requests for market research seeking your opinion and feedback.
Social Media Information: We maintain a social media presence on platforms like
Instagram, Facebook, Twitter, and LinkedIn (“Social Media Pages”). When you
interact with us on social media, we may receive personal information that you
provide or make available to us based on your settings, such as your contact
details. In addition, the companies that host our Social Media Pages may provide us
with aggregate information and analytics regarding the use of our Social Media
Pages. [We may also receive information from social media platforms if you link
your social media accounts with your Bandit account. The type of information we

receive depends on your settings with the relevant platform but may include things
like your handle and followers list.
Internet Activity Information: When you visit, use, and interact with the Service, the
following information may be created and automatically logged into our systems:
●

●

●

Device Information: The manufacturer and model, operating system, IP address,
and unique identifiers of the device, as well as the browser you use to access the
Service. The information we collect may vary based on your device type and
settings.
Usage Information: Information about how you use our Services, such as the types
of content that you view or engage with, the features you use, the actions you
take, and the time, frequency, and duration of your activities.
Email Open/Click Information: We may use pixels in our email campaigns that allow
us to collect your email and IP address as well as the date and time you open an
email or click on any links in the email.

The following technologies may be used to collect Internet Activity Information:
●

●

●

Cookies, are text files stored on your device to uniquely identify your browser or to
store information or settings in the browser to help you navigate between pages
efficiently, remember your preferences, enable functionality, help us understand
user activity and patterns, and facilitate online advertising.
Local storage technologies, like HTML5, provide cookie-equivalent functionality but
can store larger amounts of data, including on your device outside of your browser
in connection with specific applications.
Web beacons, also known as pixel tags or clear GIFs, are used to demonstrate that
a webpage or email was accessed or opened, or that certain content was viewed or
clicked.

PERSONAL INFORMATION USE
Your personal information is used for the following purposes:
Service Delivery, including:
●
●
●
●
●

Provide, operate, maintain, and secure the Service;
Create, maintain, and authenticate your account;
Administer purchases of the Bandit NFT;
Provide Perks; and
Organize events.

Communicating with You:
●
●

to send you updates about administrative matters such as changes to our terms or
policies; and
provide user support, and respond to your requests, questions, and feedback.

Service Improvement, including:
●
●
●

improve the Service and create new features;
personalize your experience; and
create and derive insights from de-identified and aggregated information.

Marketing and Advertising: We and our advertising partners may use your personal
information for marketing and advertising purposes, including sending you direct
marketing communications as permitted by law, including, but not limited to, notifying
you of special promotions, offers, and events by email and other means.
Compliance and Protection, including:
●
●
●
●

Comply with applicable laws, lawful requests, and legal processes, such as
responding to subpoenas or requests from government authorities;
Protect our, your or others' rights, privacy, safety, or property (including by making
and defending legal claims);
Audit our compliance with legal and contractual requirements and internal
policies; and
Prevent, identify, investigate and deter fraudulent, harmful, unauthorized,
unethical, or illegal activity, including cyberattacks and identity theft.

Contract Performance: We will use the data for the performance of a contract to which
you are a party, including the provision of the Services, or other third-party contracts you
enter using the Platform.
Consent: Where you have given your consent by a statement or by clear affirmative
action, for example, by use of the Services or otherwise under this Privacy Policy.

DISCLOSURE OF DATA:
For the provision of the Services and as set out under Clause 3, you understand and accept
that we may disclose your Personal Data to:

●

●
●
●
●
●
●
●
●
●
●
●
●

third party service providers for the provision of the Services, including data
storage, web-hosting and server providers, debt collectors, professional advisors,
payment systems operators,
our employees, contractors, and/or related entities,
our existing or potential agents or business partners,
sponsors or promoters of any competition we run,
anyone to whom our business or assets are, or maybe, transferred,
credit reporting agencies, courts, tribunals, and regulatory authorities, in the
event you fail to pay for goods or services we have provided to you,
courts, tribunals, regulatory authorities, and law enforcement officers, as required
by law, or in order to establish, exercise, or defend our legal rights,
third parties, including agents or sub-contractors, who assist us in providing
information, products, services, or direct marketing to you,
third parties to collect and process data, such as Google Analytics or other relevant
businesses,
operate and maintain the security or integrity of the Services, including preventing
or stop an attack on our computer systems or networks,
protect the rights, interests, or property of our or third parties,
prevent or investigate possible wrongdoing in connection with the Services, or
enforce our T&C.

DATA TRANSFER
The Personal Data collected by us may be stored and processed in any other country where
we or our affiliates, subsidiaries, or service providers maintain facilities. If we decide to
transfer your data to other countries, we will take all commercially reasonable steps
required to ensure that the data is stored, processed, and used according to the provisions
of this Policy, and the requirements of applicable law wherever the data is located.
Further, no transfer of your Personal Data will take place to an organization or a country
unless there are adequate controls in place including the security of your data and other
personal information. Your consent to this Privacy Policy represents your agreement to the
above-mentioned transfers

CHILDREN
Our Service is not directed to children who are under the age of 16. Bandit does not
knowingly collect personal information from children under the age of 16. If you believe
that a child under the age of 16 provided personal information to Bandit please contact us
and we will delete that information.

LINKS TO OTHER WEBSITES

The Service may contain links to other websites not operated or controlled by Bandit,
including social media services (“Third Party Sites”). The information that you share with
Third Party Sites will be governed by the specific privacy policies and terms of service of
the Third Party Sites and not by this Privacy Policy. By providing these links we do not
imply that we endorse or have reviewed these sites. Please contact the Third Party Sites
directly for information on their privacy practices and policies.

Sensitive Personal Information (“SPI”):
SPI is Personal Data consisting of racial or ethnic origin, political opinions, religious or
philosophical beliefs, trade union membership, genetic data, biometric data, data
concerning health, or data concerning a natural person's sex life or sexual orientation. SPI
may only be used and disclosed for purposes for which the SPI was collected, as permitted
by the provider of the SPI and if required by law.

DATA SECURITY
Without prejudice to the inherent risk of sharing and accessing data over the internet, we
will use appropriate security measures (organizational and technical) to prevent your
Personal Data from being accidentally lost, used, damaged, or accessed in an unauthorized
or unlawful way, altered, or disclosed. In addition, we will allow access to your Personal
Data only to those employees, agents, contractors, and other third parties who have a
legitimate business need to know and are subject to a duty of confidentiality. Despite the
fact that we have implemented appropriate security measures, we cannot guarantee that
the Personal Data we collect will not be shared/disclosed in a way that is inconsistent with
this Privacy Policy.

DATA RETENTION
We will retain your Personal Data if you are using the Services, have an account with us, or
are required for the purpose provided in this Privacy Policy. Further, we may retain
Personal Data for an additional period permitted or required under applicable laws, for
legal, tax, or regulatory reasons, or for legitimate and lawful business purposes.

YOUR RIGHTS
This Privacy Policy grants you certain rights with respect to your Personal Data as set out
below:

●

●
●
●

●

●

●

Right to Consent: By using our Services and/or providing your Personal Data, you
agree to allow us to collect, hold, use, and disclose such data in accordance with
this Privacy Policy. You have the right not to consent/provide us any such data,
however, if you do so, we may not be able to provide you with the Services, or the
products and/or services offered through the Platform.
Anonymity: We will allow you the option of not identifying yourself or using a
pseudonym, where practicable.
Access: You have the right to request details of your Personal Data from us.
Data Erasure. You can request for deletion of your Personal Data. However, if such
data is required for the provision of the Services, you may be required to delete
your profile and/or may not be able to use our Services.
Correction: If you believe any Personal Data held by us is inaccurate, out of date,
incomplete, irrelevant, or misleading, please contact us to correct such
information, or update the same via your account, if allowed.
Concerns and Queries: If you have any concerns and queries on how we process,
handle and keep your Personal Data, please contact us with full details of your
concerns and queries. We will take appropriate steps to address them.
Unsubscribe: To unsubscribe from our e-mail or to opt-out of any communications,
please contact us at the address provided in this Privacy Policy or where available,
use the opt-out option.

CHANGES TO THE PRIVACY POLICY
The Service and our business may change from time to time. As a result, we may change
this Privacy Policy at any time. When we do we will post an updated version on this page
unless another type of notice is required by applicable law. By continuing to use our
Service or providing us with personal information after we have posted an updated Privacy
Policy, or notified you by other means if applicable, you consent to the revised Privacy
Policy and the practices described in it.

CONTACT US
If you have any questions about our Privacy Policy or information practices, please feel
free to contact us at our designated request address: support@bandit.network

